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(54) MAC BRIDGE CONTROL METHOD AND DEVICE 

(57) Abstract: 

PROBLEM TO BE SOLVED: To prevent the transmission 
of undesired packet data to the PHS (registered 
trademark) terminals and to improve the using efficiency 
of frequency in a radio section. 

SOLUTION: Radio base stations 21 to 23 convert the 
telephone numbers of their connected PHS terminals 1 1 
to 13 into the MAC addresses to notify a PHS server 31 
of these addresses. A server 31 decides and 
authenticates the connection requests of terminals via 
an IP/MAC address management part. When a PHS 
terminal is connected, the server 31 manages both IP and 
MAC addresses of the terminal and notifies every radio 
base station of the MAC address information on the 
terminal. Every radio base station holds the received 
MAC address information and filters the packet received 
from an Ethernet (registered trademark) 40 to send it to 
a radio section. The server 31 also sends the broadcast 
signals to the radio section in a prescribed cycle and 
updates the MAC address table information, based on the 
answer given from every PHS terminal to notify every 
radio base station of the updated table information. 
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(54) [Title of the Invention] MAC bridge control method and 
its apparatus 
(57) [Abstract] 

[Problem] To enhance frequency utilization efficiency 
in a wireless section by preventing transmission of unnecessary 
packet data to a PHS (a registered trademark) terminal. 

[Solving Means] Radio base stations 21 to 23 convert 
telephone numbers of connected PHS terminals 11 to 13 to MAC 
addresses, and notify to a PHS server 31. The PHS server 31 
judges and validates terminal connection requests by IP/MAC 
address manager. When a PHS terminal is connected, the IP 
address and MAC address of its terminal are managed, and the 
MAC address information of the terminal is notified to each 
radio base station. Each radio base station holds the received 
MAC address information, and filters the packet received from 
Ethernet (a registered trademark) 40, and sends out to a 
wireless section. Further, the PHS server 31 sends out a 
broadcast signal to the wireless section in a specified period, 
and updates the MAC address table information by response from 
each PHS terminal, and notifies to the radio base station. 
[Claims] 

1. A MAC bridge control method of a local area network 
having a wireless section in which a terminal of a Personal 
Handyphone System (PHS) is connected to a server in a wired 
section through a radio base station, 
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wherein said radio base station converts the telephone 
number of the PHS terminal requesting connection to the server 
to a MAC address, this MAC address is notified to the server, 

said server validates the PHS terminal requesting 
connection, and registers the MAC address of the terminal of 
which connection is approved in a MAC address table, the 
information of the MAC address table is notified to each radio 
base station, and 

said radio base station receives a packet from the 
network, and compares the MAC address information of the packet 
with the MAC address information notified from the server, and 
thereby filters the packet to be sent out to the wireless 
section . 

2. The MAC bridge control method of claim 1, 
wherein said server sends out a broadcast signal to a 

wireless section in a specified period by way of a radio base 
station, compares the MAC address of the PHS terminal responding 
to the broadcast signal with the MAC address table held by the 
server, updates the MAC address table when disagreement is 
detected as a result of comparison of MAC address table, and 
notifies the updated MAC address information to each radio base 
station. 

3. A MAC bridge control apparatus of a local area 
network having a wireless section in which a terminal of a 
Personal Handyphone System (PHS) is connected to a server in 
a wired section through a radio base station, 

wherein said radio base station comprises means for 
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converting the telephone number of the PHS terminal requesting 
connection to the server to a MAC address, and means for 
filtering the packet received from the network by the notified 
MAC address information, and 

said server comprises means for validating the PHS 
terminal requesting connection, and registering the MAC address 
of the terminal of which connection is approved in a MAC address 
table, and means for notifying the information of the MAC 
address table to the radio base station. 
[0001] 

[Detailed Description of the Invention] 

[Technical Field of the Invention] 

The present invention relates to a MAC bridge control 
method of a local area network (LAN) having a wireless section 
in which a terminal of a Personal Handyphone System (PHS) is 
connected to a server in a wired section through a radio base 
station . 
[0002] 

[Prior Art] 

The MAC (media access control) of the LAN is a protocol 
of which standardization has been studied internationally 
including the Institute of Electrical and Electronic Engineers 
(IEEE) of the United States as the subsidiary layer of the data 
link layer of the second layer of OSI (open system 
interconnection) , in which the access right control when data 
transmission requests from plural devices contend on a common 
transmission route, identification of physical connection 
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point of device and transmission route, frame formation, and 
error control on transmission route are executed integrally 
with the physical layer of the first layer. 
[0003] 

The MAC bridge is a device for connecting two LANs A and 
B having a common MAC through a second layer, and by identifying 
the frames of specific address width (the MAC address is also 
known as hardware address, composed of destination address and 
origin address of 6 octets each) , it has an address filtering 
function of transmitting the frames between the wired side and 
wireless side sequentially to the other LAN, so that the frames 
between terminals within each section of the wired side and 
wireless side may not be transferred to the other mutually. 
[0004] 

On the other hand, the IP address is an address given 
to each terminal device, and is composed of destination address 
and origin address of 32 bits each, and each is composed of 
network address and host address as each node. 
[0005] 

Concerning the MAC bridge control in general LAN, various 
processing methods for filtering have been hitherto proposed. 
For example, in the MAC bridge control method disclosed in 
Japanese Patent Application Laid-open (JP-A) No. 5-22294, in 
a MAC bridge having a learning table, when connecting LANs 
largely different in communication speed, to prevent occurrence 
of unnecessary traffic from high speed LAN to low speed LAN, 
a LAN table, not having refreshing function, showing the 
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corresponding relation between the port connecting the LAN 
circuit and the MAC address, and a WAN table corresponding to 
the port connecting the WAN circuit are provided, and on the 
occasion of turning on the power source of the MAC bridge, the 
content of the LAN table is exchanged with the partner MAC bridge 
connected to the port connecting the WAN circuit, and registered 
in the WAN table. 
[0006] 

JP-ANo. 5-22295 discloses , for the purpose of filtering 
so that the packet having the locally managed MAC address may 
not be transferred to other LAN, a bridge apparatus comprising 
judging means for judging whether the MAC address is logical 
management or local management by referring to the address 
designation management method specifying bit of the received 
packet, and control means for filtering only the packet having 
the globally managed MAC address depending on the result of 
judgement by the judging means. 
[0007] 

In the bridge control method of LAN including a wireless 
section, when the client side terminal is connected through a 
radio base station, the server validates according to the IP 
address of the terminal, and when validation is confirmed, the 
MAC address and others are managed, and the data communication 
between the client and server is controlled. 
[0008] 

Or when the wireless LAN is connected to other network 
by way of a wired LAN such as Ethernet, the packet sent out from 



5 



other network is sent out to the wireless section directly from 

the Ethernet through the radio base station. 

[0009] 

[Problems that the Invention Is to Solve] 
However, in the conventional control method, since the 
radio base station does not particularly manage the MAC address 
of the connected terminal, when a packet is received from other 
network, this packet is unconditionally sent out to a wireless 
section, and the frequency utilization efficiency is lowered. 
[0010] 

Besides, the number of reception packets that must be 
judged if addressed to the own terminal or not increases, and 
the processing load of each terminal increases. 
[0011] 

It is hence an object of the invention to solve these 
problems, and present a MAC bridge control method capable of 
lessening the load of the PHS terminal which is the client, by 
preventing unnecessary packets transmitted to the wireless 
section . 
[0012] 

[Means for Solving the Problems] 

According to the MAC bridge control method of the 
invention, the radio base station converts the telephone number 
of the PHS terminal requesting connection to the server to a 
MAC address, this MAC address is notified to the server, the 
server validates the PHS terminal requesting connection, and 
registers the MAC address of the terminal of which connection 
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is approved in a MAC address table, the information of the MAC 
address table is notified to each radio base station, and the 
radio base station receives a packet from the network, and 
compares the MAC address information of the packet with the MAC 
address information notified from the server, and thereby 
filters the packet to be sent out to the wireless section. 
[0013] 

Further, the server sends out a broadcast signal to a 
wireless section in a specified period by way of a radio base 
station, compares the MAC address of the terminal responding 
to the broadcast signal with the MAC address table held by the 
server, updates the MAC address table when disagreement is 
detected as a result of comparison of MAC address table, and 
notifies the updated MAC address information to each radio base 
station . 
[0014] 

[Embodiment of the Invention] 

Referring now to the drawings, an embodiment of the 
invention is described in detail below. 
[0015] 

Fig. 1 is a system configuration diagram of an embodiment 
of the invention. This embodiment comprises a PHS server 31 
connected to Ethernet 40, plural radio base stations CS21, 22, 
23, . . . , and PHS terminals PS11, 12, 13, ... which are clients 
for communicating data while moving in a service area or over 
two or more service areas of each radio base station. In the 
diagram, only the radio base stations CS and PHS terminals PS 
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necessary for explanation are shown, and other radio base 

stations and PHS terminals may be also used. 

[0016] 

The radio base stations CS21 and others have a MAC address 
table converted from telephone numbers of connected terminals 
PS11 and others, and hold the MAC address table information 
received from the server. 
[0017] 

The PHS server 31 validates the IP address of the terminal 
PS requesting connection, and when the terminal PS is connected, 
it manages the IP address of the terminal PS and the MAC address , 
and the MAC address table information of the terminal PS is 
notified to the radio base station CS . That is, the PHS server 
31 further includes an IP/MAC address manager for judging if 
the connection request from the terminal PS is possible or not 
according to the IP address table, validating the terminal PS, 
converting the IP address of the terminal of which connection 
is approved to a MAC address and registering in the MAC address 
table, and notifying the information of the MAC address table 
to the radio base station. 
[0018] 

As supposed in this embodiment, there is terminal PS11 
in the service area in the communication connection enable range 
of the radio base station CS21 , there is no client to be connected 
in the service area of the radio base station CS22, and there 
is terminal PS12 in the service area of the radio base station 
CS23. 
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[0019] 

Next, the operation of the embodiment in Fig. 1 is 
explained by referring to Fig. 3. When the client terminal PS, 
for example, terminal PS11 makes data communication with the 
PHS server 31 , first, a connection request signal is sent to 
the radio base station CS21 (sequence a) . Receiving this 
connection request signal, the radio base station CS21 sends 
out a validation request signal to the terminal PS11 (sequence 
b) . Receiving this validation request signal, the terminal 
PS11 transmits the validation response signal including its 
telephone number and IP address information to the radio base 
station CS21 (sequence c) . 
[0020] 

The radio base station CS21 converts the telephone number 
of the terminal PS11 to a MAC address (sequence d) , and sends 
the IP address and MAC address data of the terminal PS11 to the 
PHS server 31 (sequence e) . In this case, to convert from the 
telephone number to the MAC address, for example, the telephone 
number may be directly developed into 6-octet field of MAC 
address, or by setting a sequence for generating a certain 
random pattern, the first 6 octets generated therefrom may be 
used as the MAC address of the terminal PS11. 
[0021] 

The PHS server 31 validates if the terminal PS11 is 
connectable by contrast to the preliminarily registered IP 
address (sequence f ) , and judges the validation is OK when the 
IP address is matched, and sends a validation OK signal to the 
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terminal PS11 (sequence g) , and further adds and updates the 
MAC address of the terminal PS11 of the client accessing the 
MAC address table, and the updated MAC address table information 
is notified to the radio base stations CS3, CS4, CSS. 
[0022] 

Receiving the validation OK signal, the terminal PS11 
thereafter makes data communication with the PHS server 31 as 
the client (sequence h) . 
[0023] 

Processing is similar also when other terminal PS12 
accesses by way of the radio base station CS23. 
[0024] 

The radio base stations CS21, CS22 , CS23 recognize the 
MAC addresses of the connected terminals PS11, PS12, from the 
MAC address table information notified from the PHS server 31, 
and when receiving a packet from other network, the MAC address 
of the packet is detected, and when it coincides with the MAC 
address of the connected terminal PS, the packet data is sent 
out to the wireless section through the radio base stations CS21 , 
CS22, CS23. 
[0025] 

In this way, the MAC address of the terminal PS of the 
connected client is managed by the PHS server 31, and by the 
bridge function for gating the packet data from other network, 
transmission of unnecessary packet data to wireless section can 
be prevented. 
[0026] 
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Next, an example of moving from a service area of the 
radio base station CS of each terminal PS to a service area of 
other radio base station CS is explained by referring to Fig. 
2 . 

[0027] 

As supposed in Fig. 2, the terminal PS11 moves from the 
radio base station CS21 to an area of radio base station CS22, 
and the terminal PS12 existing in the service area of the radio 
base station CS23 escapes out of the area, and a new terminal 
PS13 gets into the service area of the radio base station CS21. 
[0028] 

The server 31 sends out a broadcast signal to the wireless 
section in a specific period through each radio base station 
CS ion order to understand such fluctuation situation of the 
terminal PS under its own management. 
[0029] 

The terminal PS11 and terminal PS13 in the management 
area of the server 31 return response signals, including their 
own IP address and telephone number, to this broadcast signal. 
Receiving these response signals , the radio base stations CS21 , 
22 convert the telephone number in each response signal; into 
MAC address, and notify to the server 31. 
[0030] 

The server 31 deletes the corresponding MAC address 
information from the table as for the terminal PS12 not 
responding to the broadcast signal, and processes the 
responding terminal PS11 and terminal PS13 as follows. That 
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is, as for the terminal PS11, if moving from the radio base 
station CS21 to the area of the radio base station CS22 and 
handing over, the IP/MAC address under the management of the 
server 31 is known , and the registered MAC address is not changed , 
and it is held as it is, so that it is not necessary to register 
the position again. On the other hand, as for the newly 
participating terminal PS13 , after newly validating connection , 
the information of the IP/MAC address table is registered, and 
the table is updated. The updated MAC address table information 
is notified to each radio base station CS . 
[0031] 

Each radio base station CS can recognize the connected 
terminal PS periodically by the broadcast signal sent out by 
the server 31. Therefore, each radio base station CS filters 
the packet sent from other network by referring to the updated 
MAC address table, and can prevent transmission of unnecessary 
packet to the wireless section. 
[0032] 

[Effects of the Invention] 

Thus, according to the invention, when the information 
of the MAC address table is notified by the server to each radio 
base station, and a packet is received from the LAN to which 
the radio base station is connected, the MAC address of this 
packet is compared with the MAC address notified from the server 
to filter the packet sent out to the wireless section, and it 
is hence effective to prevent transmission of unnecessary 
packet to the wireless section. 
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[0033] 

In each PHS terminal, since unnecessary packets sent out 
to the wireless section are decreased, it is also effective to 
lessen the load of processing for judging the one addressed to 
the own from the received packets . 
[Brief Description of the Drawings] 

Fig. 1 is a system configuration diagram of an embodiment 
of the invention. 

Fig. 2 is a system configuration diagram in the case of 
change of radio base station CS belonging to terminal PS. 

Fig. 3 is a sequence diagram showing the operation of 
the embodiment . 
[Reference Numerals ] 
11, 12, 13 Terminal PC 
21, 22, 23 Radio base station CS 
31 PHS server 

40 Ethernet 
a-h Sequence 
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FIG. 1, FIG. 2 
11 IP ADDRESS 

TELEPHONE NUMBER 
21 MAC ADDRESS TABLE 

31 PHS SERVER 

IP/MAC ADDRESS MANAGER 
40 ETHERNET 

FIG. 3 

A CONNECTION REQUEST 

B VALIDATION REQUEST 

C VALIDATION RESPONSE (TELEPHONE NUMBER, IP ADDRESS) 

D CONVERSION FROM TELEPHONE NUMBER TO MAC ADDRESS 

E ETHERNET PACKET (IP/MAC ADDRESS) 

F IP ADDRESS VALIDATION CHECK 

G VALIDATION OK 

H DATA COMMUNICATION 
PHS SERVER 
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